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1. Organisation Name controls access to information and systems
business and security requirements as determined by the Infor

2. Access control rules and rights to applications and networks, € tandard
User profiles, for each
"User/group or Users" ‘

are clearly stated, together with the business re
in Access Controls Rules and Rights.

3. The security requirements of each bu
determined by a risk assessment
application and the risks to that

4

"By default, the organisation prohibits remot
with the Network Access«@8Ritmel Policy."

into account:

tion processed within that application and
n the classification levels and access control

General Data Protection Regulation, privacy and information security (NIS

Directive/Regulati

),

"and other legislation and contractual commitments"
regarding access to data or services.

¢) The 'need to know’ principle (i.e. access is granted at the minimum level necessary



for the role).
d) ‘Everything is generally forbidden unless expressly permitted'.

e) Rules that must always be enforced and those that are only guidelines.
"Which ones? How do you take this into account?”

<<f-l removed for sample purposes> >

6. Organisation Name has standard User access profiles for co roles |

Organisation Name (see Access Control Rules and Rights).

“

7. Management of access rights across the network
“Detail how this is carried out."

This is done in line with User Access Mana

"8. If personally identifiable information (PIl) proce
service or some other mechanism), describ,

User access req are subject to formal authorisation, to periodic review and to

"All/privileged" 400

User access is logged and monitored in line with the Information Security Monitoring
Procedure.
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