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1. Scope

All Organisation Name's network and information systems are subje
procedure.

2. Responsibilities

The Information Security Manager perf
and level of audit logging and monitoring
information asset.

Owners of individual assets are r
Information Security Manager the
they own and for haw
assessment.

rposes>>

. Audit log

"servers/systems/de

ti\”audit logging is configured,
software that is deployed"

ich U
"and the audit lo

togeth e schedule/matrix of audit log requirements
"and reporting regularity”

are set out
"where? This will need to be specific to your network and information systems and ensure that you capture
sufficient useful information to detect security incidents."



Audit logs are subject to access control.
"Describe the technical configuration of this control."

Audit logs are reviewed
"using a continuous automated monitoring and alerting process/manually every [X] wegks"

for the purposes of identifying irregularities and potential rem on actions.

rown

’

System administrators are prohibited from erasing or deactivatin
activities
"and the technical configuration of this control is [ ]" a

"Audit logs record access to personally identifying inf
principal whose information was accessed, and any,
this control.]"

"Logs that could contain PIl are subject
mechanism you will apply to ensure this

The schedule/matrj i ent the audit log reports are
classified as confide ' ustb dled in line with the
requirements of this in nagement system (ISMS) for handling
confidential information.

The follo i cy protection restrictions also apply:
"specify"

"Logs are reviewed lly each day and by automated processes to ensure near-continuous oversight."

e !eals with error and fault logging as follows:
rt details about how you deal with these issues, applying the guidance of 12.4.1 of

Organisation
"Here you should
ISO 27002."

4. Monitoring system use

The

"servers/systems/devices"



for which User activity monitoring is configured, together with the schedule/matrix of

monitoring requirements
"and reporting regularity"

are set out
"where?" y N

System administrators are prohibited from erasing or deactiv ir own
activities

"and the technical configuration of this control is [ ]"

ogs of t

The schedule/matrix of monitoring requirements and th
classified as confidential information and
requirements of this ISMS for handling

itoring report

The following data protection or
"specify"

Monitoring reports are reviewed \
"define regularity and resflOmsikility."
A 4

the Information Security Manager, who
iplinary ss may be invoked. See also section D1

ivacy pro

"and other suitab nior/Competent staff?"

are pernwaccess audit logs when there is business need to know.

System administrators are prohibited from disabling logging activity; disabling audit

logs or tampering with audit log information is treated as a
“serious offence"

in the disciplinary policy and may result in
"immediate dismissal."



"Describe how system logs and event types are investigated; what tools might be used, etc."

"Describe how system logs are securely stored and archived, bearing in mind that logs may need to be
accessible when the rest of the organisation’s network and information systems are unavailable."

"Any modifications to log data are performed only on copies of the data rathdoriginal.j

6. Administrator and operator logs
< <Content removed for sample purposes>

7. Clock synchronisation

n Name
t points of synchronisation for
isation is performed across the

, th te%ormat used by Organisation
&sation Name is

rs and all organisational information processing devices
nd )u

are checked
“regularity?"

basis
IlhOW?II

The clocks of all information sy
"are synchronised with (or if necessary sp
geographically dispersed systems) [specify
network.]"

Throughout its infor
Name is:
“dd/mm/yyysm,.

form
24-h

The timesta
m applyin

all

and corrected where necessary. The record of completed checks and any necessary
corrections is forwarded to the Head of IT (CIO).



"Where appropriate, information about clock synchronisation in Cloud services used by Organisation Name
is requested and, where necessary, checked [define how often checks are made].

Where Organisation Name provides Cloud services to customers, information about clock synchronisation
will be made available on request.”

8. Reporting

Anomalous behaviour is reported through the incident reporti
(Reporting Information Security Weaknesses and Events).

"Describe other reportable log results. This might include log da influences business
reflect the results of business decisions."

-
The following governance reporting re ents a pply:
"details"
"9. Service provider logs
Logging requirements for services provided ies (i ud services) are defined below.

Where services or parts those parties are assigned the following

roles:

to other parties. The following logs are made available to

are reviewed [using a continuous automated monitoring and alerting
eeks] for the purposes of identifying irregularities and potential remediation

ded by other parties stores or processes Pll, the logs associated with the service
including by whom, when, the PII principal whose information was accessed, and any

Where a service
record acce
changes

The following data protection or privacy protection restrictions also apply: [ ].

Logs that could contain Pll are subject to automatic deidentification or deletion by means of [describe the
mechanism you will apply to ensure this occurs in line with your retention schedule].

[List any other requirements that apply to logs associated with services provided by other parties.]"



“10. Customer logs

<<Content removed for sample purposes> >

“11. Cloud service logs

<<Content removed for sample purposes> >
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