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1. Scope

All information gathered in the course of responding to an in
"or privacy"

tion ’

| or civil

security incident is potentially evidence to be used dfina disciplinary, ¢

action. All such evidence is within the scope of this p
2. Responsibilities
The Information Security Manager is resp
information in respect of informati@en secur
"and privacy"

incidents.

onsible for ensuring that the
ana te level in the techniques of
Name'’s jurisdiction.

The Chief Informati

at all information relating to privacy breaches
iable information (PIl) controllers, Pll principals and

d of legal, civil or criminal action is established early in the
ess, the police or lawyers are involved as early as possible and
sought and followed in respect of evidence collection and retention.
If the even e possible action, spans organisational or geographic boundaries,

must be consulted to ensure that evidence can be collected and advise how it should
be collected. External advisers or third parties are subject to non-disclosure
agreements.

3.2 In all other cases, all originals of paper documents have, attached to them, a



"signed and dated"

statement describing precisely where, and under what conditions they were found,
who found them, who witnessed the event, together with a machine date-stamped
photocopy of the document that indicates its original state.

3.3 Original computer media should be removed and retained secur
information on hard drives, in memory or on removable comput
taken (with a log of all actions during the copying process) wi

or copies of
ia should be
Itness present.

3.4 Paper documents or magnetic media must be kept securely
"identify where, who is responsible for their safekeeping, who is authorised to access
records must be kept of any accesses."

"3.5 Incidents are recorded, especially where Pll is or cg
information to provide a report for regulatory and/.
3.5.1 A description of the incident;

3.5.2 The time period of the incident;
3.5.3 The consequences of the incident;
3.5.4 The name or source of the inciden
3.5.5 To whom the incident was reported;
3.5.6 Steps taken to resolve the incident, i i i ge and the data recovered;

The Information'§€€urity Manager is the owner of this document and is responsible

eviewed in line with the requirements of the management

on of this document is available to

The current
i bers of staff this document is intended for"

"Specify

and is published

"Describe the location(s) - electronic and physical - where this document is available"
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